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Security Operation Management System (SOMS) Policy

Policy Ownership

The Corporate Security Department of the Business Support and Human Resources
Division at DEWA is the owner of this policy and is responsible for circulating and
promoting it to all relevant sections and departments in DEWA.

Introduction

The purpose of this policy is to administer the operational security management system
within DEWA. The SOMS is the main driver for implementing and improving DEWA'’s
operational security management system across its sites through the Corporate Security
Department of the Business Support and Human Resources Division, and it includes all
sectors, departments and sections across DEWA, except Generation-Division sites.

Policy Statement

In light of its vision of being ‘a globally leading sustainable innovative corporation’, and
to realize the strategic objective of the Corporate Security Governance System, DEWA
is committed to providing a safe, practical, and risk-free work environment for all of
its employees, contractors and affiliates through the effective implementation of the
security policy, procedures, contracts and plans.

Corporate Security SOMS Objectives at DEWA

1. The primary objective of Corporate Security policy is to provide physical security,
outsourcing security management and services, implements Security Risk Assessment,
mitigation and prevention based on Enterprise Risk Management framework,
surveillance camera monitoring and observation, incident management and related
security activities and functions.

2. Ensuring compliance with the requirements of International Standard for Security
Operations Management System 1SO018788:2015/ BS10800:2020 Provision of
Security Services/ BS7958:2015 Closed Circuit Television- CCTV Management &
Operation-Code of Practice by adhering to the following:

A) Respect human life and dignity as a first priority.

B) Avoid, prevent and reduce the likelihood and consequences of disruptive and
undesirable events.

C) Comply with UAE applicable legal requirements and other requirements.

D) Respect human rights with compliance to applicable UAE Laws and DEWA'’s
approved policies and regulations.

E) Continual improvement.

3. Comply and committed to legal requirements by effective implementation of Security
Industry Regulatory Agency Law 12 of 2016.

4, Ensure effective communication of our Security Operations Management System
in compliance with the UAE applicable laws and DEWA approved policies and
regulations, including the ongoing consultation with, and participation of employees
and contractors to determine if further measures are required in terms of continual
improvement.

5. Treat all persons with dignity according to the human rights with compliance to
UAE Laws and DEWA'’s policies and regulations when implementing the Security
Management System, DEWA Corporate Social Responsibility Policy as well as DEWA'’s
rules of conduct and work ethics.

6. Review security risk management objectives to prevent and reduce the likelihood and
consequence of disruptive or undesirable events by reviewing processes, policies, and
procedures in SOMS as the framework for driving continual improvement.

7. Ensure the effective management of Security contractors and sub-contractors who
conduct work in cooperation with Corporate Security.

8. Provide enough resources and training when required to ensure security and risk
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management excellence whilst promoting awareness and responsibility. ddg5ually
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